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Part 1: Background

Packet Classification
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Packet Classification

B Firewall, QoS, OpenFlow, P4, etc.

Router / Firewall

Incoming Packet

Outgoing Packet

Key for policy enforcement in packet forwarding

] Forwarding Engine :
| I ,
Header Fiordoptic > ( Flow Classification FlbreiOptlcs Header
| A
— . | m
: Classifier (Rule Database) | mat Ch
| Predicate | Action |
— — range
exacC t Payload | —_— —_— : Payload g h
| matc
match | |
= : — any
| _______________ _J /
# \ An example OpenFlow 1.0 classifier/flow table (12-tuple) Action
Ingress Ether Ether Ether VLAN VLAN
Port src dst type id prlorlt
3 * e 2048 * :
f1 Action,
IP IP IP IP TCP/UDP TCP/UDP
src dst proto ToS bits Src Port Dst Port
15.25.70.8/30 18.15.125.3/28 Ox11/0xff 1 1024 : 65535 80
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Existing Solutions

Well-known taxonomy from David E. TaylorlcSUR 2005]

Exhaustive Search Decomposition

_ CrossproductinD
9 @ Parallel
BV#

Pruned
Tuple Space

‘Tuple Space*

Rectangle
Search

Decision Tree Tuple Space

Notes: adjacent technigues are related; hybrid technigues
overlap quadrant boundaries; * denotes a seminal technigue

Our proposed TabTree: A hybrid approach
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A Little Review on Decision Tree
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Decision-tree construction in packet classification

B 1. Ruletable matching <> Point location in geometric space
B 2. Partition the searching space into sub-spaces recursively

» Root node: Whole searching space containing all rules

>

> Leaf node: #rule cove

Internal node: #rule covered by sub-space > a predefined number of rules
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Field Y

Two major threads of builo

q [
R6 ' I

R2

R1

_J

Field X

red by sub-space <= a predefined number of rules

Cut-X:4
L
eaf 1 Leaf 2 Leaf 3 Cut-X:2
R3,R4,R6 | R3,R4,R5,R6 | R3,R4,R6
Leaf 4 Leaf 5

HiCuts-4

R2,R3,R4,R6| |R1,R3,R4,R6

ina decision-trees
B Equal-sized cutting & Equal-dense splitting
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Two Major Threads In Decision-trees '

Equal-dense splitting based point-comparing

B Unequal-sized sub-spaces containing nearly equal number of rules
B e.g., HyperSplit, ParaSplit, SmartSplit, PartitionSort, etc.
Equal-sized cutting based bit-selecting

B Separate the searching space into many equal-sized sub-spaces

B Two major threads based on bit-selecting methods
» Select orderly from the most to the least significant bits, such as HiCuts
» Select discretely among arbitrary field bits, such as ModularPC
I I

; Cut-X: Select the 1% & 2™
- R6 R2 | R1 . :
Split-X ' | dcuts . DbitsinfiledX

13 ‘
X<=13 X>13 00 01 10 11
Split-Y Split-Y [l N -
Leaf 1 Leaf 2 Leaf 3 Cut-X: Select the 3
5 5 <> it in filed X
5 > R3,R4,R6|| R3,R4,R5,R6 || R3,R4,R6 || 2 cuts bit in file

Field Y

Y<=5— SY>5 Y<=5— T~Y>5

< <
R2,R3, R2,R4, R1,R3, R1,R4, < AN

Leaf 1 Leaf 2 Leaf 3 Leaf 4
| Leaf 4 Leaf 5
R6 R5,R6 R6 R6 |

R2,R3,R4,R6||R1,R3,R4,R6

HyperSplit-4 GEEEREREEL HiCuts-4

13
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A Little Review on TSS

TSS (Tuple Space Search) for packet classification
M Partition rules into a set of hash tables based on prefix length

— " — Tupl_e 1_: (3, 0)
110* x A2 Priority: 6
111* * Al
110* « a2 - — Tuple 2: (0, 3)
* 010* | A3 . oix | a4 Priority: 4
* 011* A4
x x A6 01*¥*  10%* | A5 Priority: 2
Tuple 4: (0, 0)
= = NG Priority: 1
PSTSS (Priority Sorting TSS) used in Open vSwitch

B [ntroduce a pre-computed priority for each tuple space, so that
each search can terminate as soon as a match is found

TSS can separate rules into subsets without any replications.



Part 2: Motivation

Well studied
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Why Yet Another Decision Tree? ‘@

Well studied: The PAST two decades?

PartitionSort
HiCuts HyperCuts EffiCuts HybridCuts [ICNP] NeuroCuts
[Hotl] [SIGCOMM] [SIGCOMM] [Hotl] MC-SBC [SIGCOMM]

[ANCS] cytsplit

[INFOCOM]
ModularPC HyperSplit ParaSplit SmartSplit ByteCuts

[INFOCOM] [INFOCOM] [Hotl] [ICNP] [INFOCOM]

I N I I I G

1999 2000 2003 2009 2010 2012 2013 2014 2016 2018 2019

But still far away from SDN: The LOST two decades!

B The popular Open vSwitch still uses a variant of TSS (proposed in 1999)
for its table lookups, which is less efficient than decision trees on
lookups. The primary reason is its good support for fast rule updates.
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What iIs the Performance of
Software based Packet Classifications?

Classification performance without caching: A few Gbps

UNT
LIRS
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@ ~
o ~
1899%

> CutSplit[lNFOCOM 2018] > PSTSS[NSDI 2015]
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‘ 1k © 10k = 100k 1k 10k 100k = 1k 10k100Kk 1k ' 10k = 100k 1k = 10k 100k = 1k 10k100k
ACL FW IPC ACL FW IPC

Thus, software based packet classifications are also still
far away from high performance network.
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Thus, Can We...

Motivation 1: for rule updates

B Can we use decision trees for packet classification in OVS?

» Can we build trees that also achieve high performance on updates?
v" Can we avoid rule replications in decision trees completely?

Motivation 2: for FPGA acceleration

B Can we use FPGA to accelerate packet classification in OVS?

» Can we build trees that are favorable for FPGA implementations?
v Can we build decision trees that are balanced and depth bounded?

Can we design a tree scheme for packet classification in SDN,
which is not only suitable for fast rule updates, but also
desirable for FPGA implementations and optimizations?
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Part 3: Proposed Algorithm

Ta bTree




ldeas & Challenges

Decision tree TSS
v Pros: Fast packet classification v Pros: Fast rule update
v' Cons: Slow rule update v Cons: Slow packet classification

<

To foster the strengths and circumvent the weaknesses of decision tree and
TSS, the idea directly perceived is to design a heterogeneous framework
that can take advantage of both decision tree and TSS approaches:
TSS-assisted Tree

<

Difficulties and challenges

B 1) Low memory footprint: to be accommodated into the small Block RAM,;
B 2) Avoid rule replication: to support fast rule updates;

B 3) Balanced tree: to reduce memory accesses for high-throughput;

B 4) Bounded tree: to be suitable for pipeline optimizations on FPGA.

School of Electronic and Computer Engineering, Peking University



The Framework of TabTree

A two-stage framework with heterogeneous algorithms

Packet In

<: Rule partition

<: Balanced bit-selecting

: 2nd Stage 2nd Stage 2nd Stage
o SS-assisted _________ TSS-assisted oS aSSiSted :
11 L T <: TSS assistance
( Rule Verification & Priority Resolver )
W
Rule Action on Packet
Key Steps of TabTree

B 1) Rule partition; 2) Balanced bit-selecting; 3) TSS assistance
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Step 1: Rule Partition

EK
TEKT N
118>

Most rules have at least one small field [HybridCuts]

(T'SA ’ TISP) , (T'DA ’ Tlop)

Partition rules into subsets based on small fields [CutSplit]
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Observations on partitioned rulest

There are a few selectable bits in small rule fields

B For a W-bit wide field F; with the threshold value of 2, F, is a
small field if and only if there are no wildcard (*) at its most
significant W-K bits, we call these W-K bits as selectable bits.

B For small range fields: False range encoding, refer to the paper

TABLE II
PARTITIONED RULES WITH SMALL DST_ADDR FIELD

TABLE [

EXAMPLE RULE SET WITH Two0 IPV4 ADDRESS FIELDS

rule id priority src_addr field dst_addr field ctio
Ry 14 228.128.0.0/9 0.0.0.0/0 actionl!
R 13 223.0.0.0/9 0.0.0.0/0 ction2
Rs 12 0.0.0.0/1 175.0.0.0/8 ction3
Ry 11 0.0.0.0/1 225.0.0.0/8 ctiond
Rs 10 0.0.0.0/2 225.0.0.0/8 tion5
Rg 9 128.0.0.0/1 123.0.0.0/8 ctiont
R7 8 128.0.0.0/1 37.0.0.0/8 tion7
Rg 7 0.0.0.0/0 123.0.0.0/8 tion8
Ry 6 178.0.0.0/7 0.0.0.01 ction9
Ry 5 0.0.0.0/1 172.0.0.0/7 actionl(
Ry 4 0.0.0.0/1 226.0.0.0/7 tionll
Rqa 3 128.0.0.0/1 120.0.0.0/7 tionl2
Ris 2 128.0.0.0/2 120.0.0.0/7 tionl3
Ry 1 128.0.0.0/1 38.0.0.0/7 ctionl4

Partition

rule sre adde (T e adiiv= 7°°) dst_addr (Tgst_qaar=2>")
id 1-32th bits 33-39th 40-64th bits
R3 |0%* *[1010111

Ry 0% “11110000

Rs5 110000

Rg |13 =0111101

Rz
Rsg
RlU
Rll
Ri2

Rli
R4

10010010

11101

#(1010110*
<(1110001 |*
<0111100[*
0111100+

*10010011 |*

subsets without any rule replications

Each selectable bit can map rules into at most two rule
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Step 2: Balanced Bit-selecting

The key Is how to select the most distinguishing selectable
bits in each tree node, so that rules can be mapped into Iits
children nodes in the most balanced fashion.

Brute force strategy: optimal but slow

B Find at most b bits at one-time from selectable bits, which
partition rules into n = 2° subsets in the most balanced fashion

" (2 —x)? M
cost Func(b bits) = \/le(ﬂ?, v) ,where v = — (1)
n

Greedy strategy: good and fast '

B A local optimal solution, where the “good” bits are selected one
by one recursively

imbalance(bit v) = |#rule LC'hild — #rule RChild| (2)
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Step 3: TSS Assistance

Stop bit-selecting progress in one of the following cases
B tree depth achieves the predefined maximum value
B number of rules in the tree node is less than binth

B remaining unselected rule bits share same values and cannot
separate rules from each other

B further bit-selecting will led to rule replications due to wildcards

Resort to other more effective methods for the following
tree constructions

B After balanced pre-mappings, the number of rules in the terminal
nodes (i.e., leaf nodes) has been significantly reduced

B To exploit this favorable property, we use linear search (#rules <
binth) or PSTSS (#rules > binth) to facilitate tree constructions.
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A Working Example

An example rule set with two IPv4 address fields

R, 228.128.0.0/9 0.0.0.0/0 Rg 0.0.0.0/0 123.0.0.0/8
R, 223.0.0.0/9 0.0.0.0/0 Ry 178.0.0.0/7 0.0.0.0/1

R; 0.0.0.0/1 175.0.0.0/8 Ry 0.0.0.0/1 172.0.0.0/7
R, 0.0.0.0/1 225.0.0.0/8 R, 0.0.0.0/1 226.0.0.0/7
R, 0.0.0.0/2 225.0.0.0/8 R;, 128.0.0.0/1 | 120.0.0.0/7
R, 128.0.0.0/1 123.0.0.0/8 R; 128.0.0.0/2 | 120.0.0.0/7
R, 128.0.0.0/1 37.0.0.0/8 R, 128.0.0.0/1 | 38.0.0.0/7
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Two partitioned subsets, where threshold T = (22°, 2%°)

A Working Example

The 15t subset with small destination address field

0*******************************

1010111 1************************

0*******************************

1110000 1************************

00******************************

1110000 1************************

1*******************************

0111101 1************************

1*******************************

00 100 10 1************************

khkhkhhhkhkhkkhkkhkhkhkihhhhkhkhkhhkhiiiiiiixixx

0111101 1************************

0*******************************

10 10 110 *khkhhhhkhkhkkkhkhkhkhkiihhhhkkkkkikx

0*******************************

1110001 kkhkkhkhkkhhhhkhkkkkkhkhkikihhhhkhkkkkk

1*******************************

0111100 *hkkkhkhkkkhkirkkhkikkhkkikkhkihkhkihkiiik

10******************************

0111100 *hkkhkhkhkkihkkhkikkkhkikkkihkkhkkihikkiik

1*******************************

00 100 11 *hhkhkkhkhkhkkikkhkkkikkhkkkikhkkikkihkkikikkiik

The 2nd subset with

small source address field

1110010 QL***FF*xrkkkkkhrhkkkkkrx

khkhkhhhhkhkkkkhkhkkhiihhhkhkhkhhhkhiiiiiixixx

1101111 1Q*****xkFkkkkdkhkkkhkkhhrir

kkhkhkhhhhkhkkhkhkhkhkhhhrhkhkhkhhhhiiiiiiixx

1011001 *hkkhkhkkkhkkhkkhkikkhkkihkkhkkihkhkihkiiik

0*******************************



A Working Example

TSS-assisted decision tree for 11 rules in the 15t subset

Leaf Node:

Selected Bits: " R3,R4,R5,R5,R7,Rg, Linear Search
37th & 39%th \ R,;,R11,R12,R13,R14 " Leaf Node
\PSTSS Search/

00 01 10 11

33th  33th ,33th  33th ,
1 ¥ 0 1 X ¥ 0 N ¥ A

-

e
R7 Ris| [R1 (R12,R13’ Rio] (Re:Rs) | R3
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Part 4: Evaluation

4

Preliminary Evaluation
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Experimental Setup

Tested with
B ClassBench
® Generate ACL & FW & IPC 1k, 10k, 100K

® Generate 12 rule sets based on 12 seed files

Compared with
B PSTSS: used in Open vSwitch for flow table lookups
B CutSplit: the latest cutting based decision tree

B PartitionSort: the latest splitting based decision tree

Primary metrics

B Number of subsets
B Memory footprint
B Memory access

B Update performance

Our implementation of TabTree will be available in http://wenjunli.com/TabTree/
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#Subsets & Memory Footprint

TABLE III
AVERAGE SUBSETS & MEMORY FOOTPRINT

#Subsets Memory footprint (MB)
1k 10k 100k 1k 10k 100k
ACL 3.8 3.8 34 0.03 | 0.25 2.34
TabTree FW 4 4 4 0.03 [ 0.21 2.44
IPC 3.5 3.5 3.5 0.03 | 0.28 2.31
ACL 144.4 | 230.2 267 0.05 | 0.44 4.66
PSTSS FW 69.8 95.6 99.8 0.04 | 045 431
IPC 114.5 164 185.5 0.04 | 048 4.92
ACL 11 21.6 26.8 0.05 | 049 5.22
PartitionSort FW 19.4 24 4 34.4 0.05 | 0.51 4.88

Algorithms rules

IPC 10 11.5 12 0.05 | 0.54 5.57
ACL 3.8 3.8 34 0.04 | 1.28 11.52
CutSplit FW 4 4 4 0.04 | 4.17 18.29

IPC 3.5 3.5 3.5 0.04 | 3.29 26.86

Even for rule sets up to 100k entries, TabTree can still construct
decision trees in a few MBytes, small enough to be accommodated into
the Block RAM of middle-end FPGAs, such as Xilinx Virtex-7 FPGA:s.

School of Electronic and Computer Engineering, Peking University




Memory Access

For simplicity, we think traversing a decision tree node,
a rule or a tuple table as one memory access

60

—— Average

....... P — Worst_case

400

—e— Average

3 .
481 + { 3204 E -
§ * '
SR
24 160 f“ﬁ 5 0. !
"..0 ‘ \. Q
12 solen < “\
Y 0“ /\ ,o"
o 0e ®e L T
0 : : : . 0 . .
1k " 10k 100k 1k 10k 100k 1k 10k100k 1k 10k "100k 1k 10k 100k 1k10k100k
ACL FW IPC FW IPC
(a) TabTree (b) PSTSS
160 Average +-- \Worst-case 75 0 Average —¢- \Worst-case
128
961
644 vy
*
321
o"‘...o’.
0 1k 0 1k

10k 100k 1k
ACL

" 10k ' 100k 1k 10k100k
FW IPC

(c) PartitionSort

10k 100k 1k
ACL

" 10k ' 100k 1k 10k100k
FW IPC

(d) CutSplit

Fig. 5. Numbers of memory accesses.




Update Performance

Average time  —*— Throughput 5 E Average time = —*— Throughput .
T T T T us T T T T T

1.4 . : : 1.4 . .
us . MUPS l\./IUPS_
1.2 . / . 1.2.
[ ] ® _4
1.04 o 1 J* .. 1.0
J L,
0.8 / ol ® 0.8
[ X 1 ] Py
06" * T fl, o6
0.4+ / 0.4 |
y - 1
L Ll l;
0.0 : : A 0 0.0 0
1k 10k 100k 1k 10k 100k 1k10k100k 1k 10k 100k 1k 10k 100k 1k10k100k
ACL FW IPC ACL FW IPC
(a) TabTree (b) PSTSS

Fig. 6. Update performance.

Preliminary experimental evaluations show that, a very limited number
of shallow trees can be generated with linear memory consumption in
TabTree, which is also suitable for fast rule updates. More evaluations

on FPGA will be given in our future work.
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Part5: Conclusion

Conclusion




Conclusion

[1TabTree (TSS-assisted bit-selecting Tree)

B A framework consisting of heterogeneous algorithms
B Novel observations on small fields

B Two heuristic balanced bit-selecting

B TSS to assist decision tree constructions

L1 Future Work

B Self-adaptive rule partition instead of based on small fields
B Self-adaptive bit-selecting instead of heuristic algorithms
B Design rule caching algorithm for TabTree

B Implement TabTree on FPGA
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Thank you!

Web: http://www.wenjunli.com
E-mail: wenjunli@pku.edu.cn

BTW: | am now seeking a postdoctoral position after 2020.
Feel free to contact with me if you have a suitable position.
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