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. Background

Data stream model
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Dedicated Platforms:

Network Switches
FPGA/ASIC

> Query Results
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Frequency Estimation

Heavy Hitter Detection
Heavy Change Detection
Item Size Distribution

Entropy Estimation



. Approximate Algorithms

In data stream processing

gu—

 Idea: Store all items in the stream and build many indexes.
Exact & nearly- |+ Weakness: Not practical for dedicated soft/hardware platforms.
exact solutions | « Huge data volume (GBs): up to billions of items (network
packets) in the 1-second time window.

« Small memory size (<30 MB): FPGA, ASIC and Switches.

algorithms Including: CM sketch, Bloom filter and many kinds of sketches......

Approximate { memory efficient & tolerable errors
(Sketch)



Related Work

Common sketch

Prior art --- CM Sketch

Insertion: when a new item e comes
Query: query for the frequency of the item e

Deletion: delete item e

5.|.1 7+1 10+1
...... > Reported value: 5




Related Work

Common sketch

Real data strean'
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Fixed-size count.

Hot item Cold item

‘{M Sketch

We have to set a large enough counter
(i.e., 32bit)

* Memory waste!
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Related Work
Various improved sketches Self-adjusting
DHS
SALSA
Fixed-si To better
Ixeda-size accommodate both
counter hot & cold items
CM-sketch
CU-sketch Hierarchical

Space-saving

Elastic sketch
Augmented sketch
Pyramid sketch



Related Work

Hierarchical

Augmented Sketch

Pros: hot items always in the filter.
Cons: exchange greatly reduce speed.

Elastic Sketch

Pros: No exchange « very high speed.

Cons: hot item may be accidentally expelled.

Pyramid Sketch

Pros: Automatically handle overflow.
Cons: access multiple layers for hot items
- unsuitable for tasks with hot items.

\_

( Augmented Sketch N ( Elastic Sketch N ( Pyramid Sketch )
| Filter I [ Heavy part ] [ pure counter ]
Z\ carry
exchange items evict [ hybrid counter ]
multiple
IIIII Carr}/
N/ AVA4
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Hierarchical sketch
outline



Related Work

Self-adjusting
Prior art --- SALSA
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Finer segmentation inside the counter Merges 0
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Related Work

Self-adjusting

Prior art --- DHS (Dynamic Hierarchical Sketch)

Pros
Adjustments are limited to a single bucket. 4]
high accuracy and speed
Cons
The adjusting strategy is limited to three [d; ]

types of counters: 8/12/16 bits.

can't store when the data traffic is heavy.
- too large adjustment granularity.
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BitMatcher Framework

Data Structure

A typical bucket
Flag=0000 : 4bit |
8bit | 2 bit
8bit | 3 bit 2
8bit | 4 bit =4
8bit | 5 bit
8bit | 6 bit
“ k x machine word ———

lFIag] entrys | entrygq | -~ | entry; | entrys

Flag'
 sacrificing | fpg counterg
’ 2 | /
Flag —
fog counterg
fp2 | counters
fpy |countery Flag"
fpg counterg | |
. compressing fpo e—
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BitMatcher Framework

State tranSition table 5 entries 4 entries 3 entries
23456 6 OVF 34516 16 OVF - 4527
: 64-bit bucket & small memor \
BM: 64-bit bucke d 2 OVF 3/4/50140 ﬂiOVF" 13 OVF e Loz
45613 > 5625
Kick 2 & empty 4/5/6 OVF 5/6 OVF
56710 1ot . 6723
. . 5 OVF M 6/7 OVF |[0111]
DHS: bucket size # 64k bits ! N N S 871
Kick Kick 5 & empty Kick
entry1 entry1 ......
Insert(e) : :
maximum non-maximum
overflow overflow
0000 0001 ——) 0002 | ) 0002
8 bit | 2 bit 8 t | compressible 8 bit | 4bit | ncompressible ["gTyit [ 4 pit
8 bit 3 bit 8 bit 3 bit 1 8 bit 5 bit 8 bit 5 bit
8 bit | 4 bit 10t [ 8bit | 4 bit% 1+ 8bit | 6 bitSme 8bit | 6bit | koo
8 bit 5 bit 8 bit | 5 bit 8 bit | 13 bit 8 bit | 13 bit kick
8 bit 6 bit O 8 bit | 16 bit




BitMatcher Framework

Design ideas

“Cuckoo kick™™ are used to balance the load
among buckets.
“Global coordination™
0000
8 bit | 2 bit
, , Decode with the flag bits in the bucket.
Query(e) | ["gbit | 3 bit traverse " Hiah or a9 d
sbit | 2bit gh processing spee
8 bit | 5 bit
8 bit | 6 bit

Accurate to 1-bit space allocation.
- High accuracy and memory saving



. Experimental Results

Settings

Platform | Datasets

4 N )

4

// /////// - ////

Sof (Network traffic): (Network traffic): (Synthetic):

oftware Hardware 2.49M items 19.86M items 32M items
max_freq=17K max_freq=0.69M max_freq=123K~18.1M




. Experimental Results

Settings
Compared Measurement\>
4 Algorithm N /7 tasks \
CM sketch (CM) N ‘ —— t ‘ « Frequency Estimation
i ' IXxed-size counter
Nitro sketch (N « Heavy Hitter Detection
Augmented sketch (AS) « Heavy Change Detection
Pyramid sketch (PCU) ‘ Hierarchical ‘ . Item size distribution
Elastic sketch (EL)

« Entropy Estimation:
Dynamic hierarchical 1 £
sketch (DHS) > ‘ Self-adjusting ‘ YeerPilogz -, where p; is oy
SALSA

(probability of occurrence of ¢; ).



Experimental Results

Settings

-
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Metrics / N

- AAE = % Yeer) Ifi — fi'| - where f; & f are real & estimated frequency of e;

fisl
© ARE = L 3, o LA

2XPRXRR
PR+RR

« F;—score = . PR is Precision Rate, RR is Recall Rate ‘ HH&HC detection

lellnl n|

Zf 1(n +nl)

« WMRE (weighted mean relative error) = , n; &n; are the real & estimated numbers

of items with frequency=1i ‘ ltem size distribution ‘

|True—Estimate|

True ) ‘ Entropy estimation ‘

« RE (relative error) =




. Experimental Results

Frequency Estimation
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. Experimental Results

Frequency Estimation
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Experimental Results
Heavy Hitter Detection
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Experimental Results
Heavy Change Detection
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. Experimental Results

Iltem size distribution
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. Experimental Results

Entropy Estimation
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FPGA Implementation

Results
yd RN 9
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Algorithms Logics RAM Max Frequency
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. Conclusion

L . BitMatcher: a bit-level counter adjustment that can perfectly match the data J

stream distribution.

g Small memory cost, high speed, high accuracy, and good soft / hardware scaIabiIity.J

S

L We use BitMatcher to process five typical measurement tasks.

J
J

L "We implemented BitMatcher on CPU and FPGA. All codes are released at Github.




Thank you!
Q&A
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